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Penetration Testing Engagement Plan

Testing Objectives

This section presents consise overview of the planned penetration testing engagement. It outlines client’s expeca-
tionts from the testing and his specific requirements. It also provides high-level overview of the planned testing
scenarios and testing methodologies that are planned to be used.

Scope

Detailed scope of the testing is provided including assets like, internal / external network ranges. domain names,
endpoint applications, web application or service URLs.

Testing Plan

High level overview of the testing scenarios and test cases that were planned and tailored to the tested target.

Test Schedule

Proposed testing timeline is provided.

Deliverables

Listing of documentation and support that will be provided as a part of this engagement.

Permission Memo

Memo that grants authorization to specific members of the Z-Labs company to conduct vulnerability assessments
and penetration testing against the target.

Z-Labs, Software Security Labs | www.z-labs.eu 3 of 3


	Your Awesome API - REST API Penetration Testing Engagement Plan
	Tested Target
	Engagement Facts

	Testing Objectives
	Scope
	Testing Plan
	Test Schedule
	Deliverables
	Permission Memo

